
The Cost of Adding Security Servicesto Group Communication Systems
�

CristinaNita-Rotaru
Advisor: Dr. Yair Amir

Submittedin partialfulfillment of thePh.D.qualifiers
Departmentof ComputerScience

JohnsHopkinsUniversity

Abstract

Numerousapplicationsrequiringinformationdeliveryfromonesenderto manyreceivers arebasedona group
communicationmodel. Group communicationsystemsare usedin industry and military systemswhere relia-
bility and high-availability are required. With the growth of the Internet, the numberof applicationsthat can
take advantage of a groupcommunicationinfrastructure increased(teleconferences,white-boards,videoconfer-
ences,distributed interactivesimulation,collaborative work). Over wide area networksthe needfor providing
confidentiality, integrity, andauthenticityof messagesis essential.

In this paperwe presentSecure Spread, a secure version of the Spread Toolkit. Secure Spread is a group
communicationsystemthat utilizescontributory group key managementdevelopedby the Cliquesproject and
Blowfishsymmetricencryptionalgorithm. Its modulardesignallows drop-in replacementof encryptionand/or
key agreementprotocol. This work will not go to thedetailsof a completesolutionthat handlesevery possible
combinationof networkevents.Ratherit will focusontheperformanceevaluationin thegeneral case. Theresults
will givea goodindicationandinsightof theoverall costof securityin a groupcommunicationenvironment.

1 Intr oduction

Numerousapplicationsrequiringinformationdelivery from onesenderto many receiversarebasedonagroup
communicationmodel.Groupcommunicationsystemsareusedin industryandmilitary systemswherereliabil-
ity andhigh-availability arerequired.With thegrowth of the Internet,thenumberof applicationsthat cantake
advantageof groupcommunicationinfrastructureincreased(teleconferences,white-boards,video conferences,
distributedinteractive simulation,collaborative work). Over wide areanetworkstheneedof providing confiden-
tiality, integrity, andauthenticityof themessagesis essential.

Providing securityservicesfor groupcommunicationis a challengingtask. The interrelationbetweenhigh-
availability andsecurityguaranteesarenot well understood,especiallyin thepresenceof general,possiblycas-
cading,network events.Sincethegroupis a dynamicentity, key generationis anasynchronousevent,asoppose
to sessionestablishmentat connecttime in a two-partycase.Multicastcommunicationimpliesusinga complete
network in contrastto unicastwherewehaveonly onechannel.It is moredifficult to maintainthesecurityin such
anenvironment.

�
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Key agreementis a critical part of providing securityservicesfor groupcommunication.Thereexist several
differentwaysto achieve key agreementin a group. Onesolution is to have a singleentity that decidesupon
a key andthendistributesit to the group. In this casethe key generationentity maintainslong-termkeys with
eachmemberof thegroupin orderto enablesecuretwo-partycommunicationusedto distributethekey. A flavor
of this solutionusesa fixed, trustedthird party. asthe key generationentity. Sinceusinga trustedthird party
doesnot supportnetwork partitions,this is not anacceptablesolutionfor securegroupcommunication.Instead,
empowering a memberof the group,chosenin a deterministicway, with the ability of generatingkeys seems
moreattractive. Anothersolutionlooksinto providing a contributory key whereeachmemberof thegroupadds
its own sharesuchthatthegroupkey is a functionof theindividual contributions.

Eachof theabovesolutionshasits advantagesanddisadvantages.In acentralizedkey agreementenvironment,
thetrustof thewholesystemis put in thememberthatgeneratesthekey. Moreover, thekey generationresponsi-
bility makesthis memberanattractive target for anattacker. A contributory key generation,in contrast,achieves
a betterrandomnessof the key, even if someof the participantslack a goodrandomgenerator. In general,the
computationaleffort requiredfor acontributory key agreementprotocolis muchlarger. However, in certaincases,
whenthereis no onefixedtrustedentity, a centralizedkey agreementprotocolmaybemoreexpensive if thelast
key generatoris leaving thegroup. A goodkey agreementprotocolneedsto provide strongsecurityguarantees
(key independence,authentication,key confirmation,perfectforward secrecy, resistanceto known-key attacks)
while beingscalable.

We presenta securegroupcommunicationsystemthat utilizes a contributory key agreementprotocol. We
discussthe costsof addingsecurityservicesto the Spread[1, 23] groupcommunicationtoolkit. We focuson
theencryption,key agreement,andkey distribution costs.This work will not discussthe detailsof a complete
solution that handlesevery possiblecombinationof network events. Rather, it will focuson the performance
evaluationin thegeneral,morecommoncase.Theresultswill give a goodindicationandinsight for theoverall
costof securityin agroupcommunicationenvironment.

Therestof thepaperis organizedasfollows. Wepresentsomerelatedwork in Section1.1.Section2 describes
thearchitectureof thesystemwedeveloped.Wediscusssomeof theissuesraisedwhenintegratingkey agreement
with reliablegroupcommunicationin Section3. Section4 presentsperformanceevaluation.Finally, weconclude
ourwork anddiscussfuturework in Section5.

1.1 RelatedWork

Designingandimplementinga securegroupcommunicationis a complex problemandtherearemany works
thatcanrelateto it. Themostobviousoneis securegroupcommunicationitself. Anotherimportantfield is key
managementthatincludeskey distribution (or key transport)andkey agreement.

Key distribution protocolsrely on a centralizedentity they focus on distributing the key and they are not
very interestedin addressingdynamicsin groupmembershipchange.The main concernfor suchprotocolsis
scalability. They performbetterfor very largegroups(usuallythecasewith onesenderandmany receivers)and
areusuallybasedon a treehierarchy.

Theproblemof scalabilitywasaddressedby S. Mittra who proposedIolus [15]. This work is oneof thefirst
that addressesthe scalability problemby makinguseof a hierarchyof subgroups.Scalability is achieved by
having eachsubgroupbe relatively independent.Becausethereis no global sharedkey, leavesandjoins affect
only thesubgroup.

An interestinghierarchicalapproachto improve scalabilitywastakenby C.Wongat al [14]. Basicallyinstead
of usinga hierarchyof groupsecurityagentsasIolus did they useda hierarchyof keys. They assumeda trusted
server responsiblefor groupaccesscontrolandkey management.They implementedthere-keying strategiesand
protocolsin agroupkey server.
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An actualimplementationof groupcommunicationsystemsfocusingonsecurityissuesis thesecuredistributed
CORBA (Immune)systembuilt on topof Secure-Ring[17] groupcommunicationwork atUCSB[18]

ThesystemdevelopedatUCSBprovidesprotectionagainstByzantinefailuresusingcryptographictechniques
to securealow-level ring protocol(thatformsthebaseof theTotemsystem)andreplicatingtheprotectedCORBA
objectssufficiently to detectandrecover from up to afixednumberof compromisedobjectsor computers.

Anotherimplementationof asecuregroupcommunicationis theEnsemble[11] systemdevelopedby thegroup
at the Cornell University. The grouphasa long history in developing groupcommunicationsystems:RAM-
PART, Isis, Horus,Ensemble,andrecentlySpinglass.RAMPART system[16] wasconcentratedon Byzantine
robustness,while Ensembleaddressesthe problemof generatinga sharedgroupkey andre-keying. It allows
application-dependent trustmodelsandoptimizescertainaspectsof groupkey generationanddistribution proto-
cols. A groupmemberin Ensemblecanbe authenticatedusinga commongroupkey or a member’s long-term
secret(e.g.,usingKerberosAuthenticationServer [19] or PGPkey).

Ensemble’ssecuritymechanismis basedontheextensionsof conventionalcryptographictoolsasPGPauthen-
ticationengine[12]. Ensembleusesa centralizedkey generationapproach,wherea groupleader, chosenasthe
lowest-numberedmemberof thegroup,is responsibleof generatingsecurekeys. Key distribution is performed
usingencryption(via PGP).This solution is expensive sincethe key mustbe encryptedindividually for each
memberanddoesnotprovide perfectforwardsecrecy sinceacompromiseof justonemember’s long-termsecret
(PGPprivatekey) exposesall previous groupsessionkeys, and,hence,all prior groupcommunication.Recent
researchhada resultadecentralizedandoptimizedapproachfor groupre-keying. [13].

2 Secure SpreadAr chitecture

The final goal of this work is to have a scalablesecuregroupcommunicationsystem,while maintainingthe
high-availability andgroupservicessuchsystemstraditionallyprovide. Weachieve thisby integratingandadapt-
ing theCliquesprotocolsuite[3, 4, 5] with theSpreadtoolkit. [1]. This resultsin a securegroupcommunication
layerandanAPI, addingsecurityto thetraditionalservices.

Modularizationis one of the most important issuesthat we considerwhen designingSecureSpread. This
allows, in particular, fastreplacementof thekey agreementandencryptionbuilding blocks. TheCliquesdesign
wasvery appealingto us. It definesa protocol which allows membersof the group to computea key in the
presenceof join andleave events.Thekey is contributory, so thateachmemberis addinga privateshareto the
computationof thekey. Thealgorithmis relatively efficient andguaranteeskey independence,key confirmation,
perfectforwardsecrecy andresistanceto known key attacks.Cliquesis basedon groupextensionof theDiffie-
Hellmankey exchangealgorithm[2].

TheCliquesAPI is a library thatcanbeusedto implementa key agreementprotocol.UsingtheCliquesAPI,
we implementedtwo suchprotocols:thefirst which we will refer to asdistributedCliques,is a contributory key
agreement.Thesecond,centralizedCliques,usesthelastmemberto join thegroupasakey generationentity.

We achieve confidentialityby encryptingthemessagesusingtheBlowfish [7] encryptionpackage.This pack-
ageimplementsanefficient symmetricencryptionalgorithmthatencrypts64 bytesof plaintext, usinga variable
key (32 to 448bits). It combinesa Feistelnetwork, key-dependentS-Boxes,anda non-invertible F function to
createwhatis perhapsoneof themostsecurealgorithmsavailable.Therearenoknown attacksagainstBlowfish.
Blowfish is freeandis alsoavailableaspartof theOpenssllibrary [9].

Next we presentanoverview of Spread,thenwe describeCliques,andfinally we detailour integratedsystem.

2.1 Spread

Spreadis a groupcommunicationsystemfor wide andlocal areanetworks. Spreadprovidesall theservices
of traditionalgroupcommunicationsystems,including unreliableandreliabledelivery, FIFO, causal,andtotal

3



ordering,andmembershipserviceswith strongsemantics.
Spreadcreatesanoverlaynetwork thatcanimposeany arbitrarynetwork configurationincludingfor example,

point-to-multi-point, trees,rings, trees-with-subgroupsand any combinationsof them, to adaptthe systemto
differentnetworkingenvironments.TheSpreadarchitectureallowsmultipleprotocolsto beusedonlinks between
sitesandwithin asite.

Spreadis very usefulfor applicationsthat needthe traditionalgroupcommunicationservicessuchascausal
andtotalordering,andmembershipanddelivery guarantees,but alsoneedto runoverwide areanetworks.

Spreadis constructedasa long-runningdaemonanda library thatlinks with theapplication.This architecture
hasmany benefits,themostimportantfor wide-areasettingsis theresultantability to paytheminimumnecessary
pricefor differentcausesof groupmembershipchanges.Simplejoin andleaveof processestranslateinto asingle
message.A daemondisconnectionor connectiondoesnot pay the heavy cost involved in changingwide area
routes.Only network partitionsbetweendifferentlocal areacomponentsof thenetwork requirestheheavy cost
of full-fledgedmembershipchange.Luckily, thereis astronginverserelationshipbetweenthefrequency of these
eventsandtheircostin apracticalsystem.Theprocessanddaemonmembershipscorrespondto themorecommon
modelof lightweightandheavyweightgroups.

Spreadscaleswell with the numberof groupsusedby the applicationwithout imposingany overheadon
network routers.Groupnamingandaddressingis no longera sharedresource(theIP addressfor multicast)but
rathera largespaceof stringswhich is uniquepercollaborationsession.

Spreadcansupportlargenumberof differentcollaborationsessions,eachof which spanstheInternetbut has
only asmallnumberof participants.Thereasonis thatSpreadutilizesunicastmessagesonthewideareanetwork,
routingthembetweenSpreadnodeson theoverlaynetwork.

The Spreadsystemprovides two different semantics:ExtendedVirtual Synchrony [20, 21] andView Syn-
chrony [22] which will be discussedlater. The EVS semanticsis provided by theSpreadlibrary, while theVS
semanticsis provided by the Flush layer on top of it. The Spreadtoolkit is availablepublicly and is usedby
several organizationsfor both researchandpracticalprojects. The toolkit supportscross-platformapplications
andhasbeenportedto severalUnix platformsaswell asWindows andJava environments.

2.2 Cliques

Cliques[3, 4, 5] is a cryptographicprotocolsuitewhich providesauthenticatedcontributory groupkey man-
agement.Cliquesalsoguaranteeskey independence,perfectforwardsecrecy andresistanceto known key attacks.
Cliquesgeneratesacontributorykey, usingaone-wayfunctionof randomsharesfrom everymemberof thegroup.
This approachfits thenatureof peer-groupcommunicationandalsofacilitatesobtaininga betterkey, astheran-
domnessof key generationdoesnot rely onthepseudo-randomgeneratorof justonepart.Ratherit is enoughthat
only oneparticipantwill have agoodpseudo-randomgenerator.

Cliquesprovideskey independence.Any new key is independentof all of thepreviouskeys,sothatanattacker
cannotfind outany informationaboutpreviousor futuresessionkeys,evenif somehow heobtainedsomesession
keys.

A key managementalgorithmwith astrongresistanceto active attacksshouldprovide perfectforwardsecrecy
andberesistantto known-key attacks.A systemthatdoesnotachieve perfectforwardsecrecy allows anattacker
thatacquiresthelong-termkey, to beableto find outpastsessionkeys,sohecandecryptprevioustraffic. If long-
termsecretkeys arecompromised,futuresessionmay becompromisedtoo, astheattacker hastheopportunity
to impersonate.Perfectforward secrecy protectsold communicationeven if long-termkeys arecompromised.
Notethat in thegroupcommunicationenvironment,theattacker canbea memberof thegroup.Perfectforward
secrecy preventsmembersof thegroupto decryptcommunicationexchangedbeforethey becomemembersof the
group.Perfectforwardsecrecy is oneof thestrongestservicesguaranteedby Cliques.Cliquesis alsoresistantto
known-key attacks.A known-key attackassumesthatanattacker thatknows oneor morepastmalformedsession
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keys cancomputethelong-termkeys.
The CliquesAPI [6] is an implementationof the Cliquesprotocolsuite. Its main purposeis to implement

thecryptographicprimitives,assumingtheexistenceof an underlyingcommunicationsystemthat providesthe
groupcommunication.Cliquesconfersaspecialrole for agroupcontroller, thelastmemberto join agroup.This
role floatsasthegroupmembershipchanges.A controlleris chargedwith initiating key regenerationfollowing
membershipchanges.

Thefollowing operationswill triggerkey regeneration:

� join: asinglenew memberis addedto thegroup.

� merge: oneor moremembersareaddedto thegroup.Themergeoperationoptimizesfor massive joins to
thegroup.

� leave: onemembervoluntarily leavesthegroup.

� partition: oneor moremembersleave thegroupdueto a network event. Cliqueshandlesleavesandparti-
tionsin asimilarmanner.

Cliquesallows akey refreshoperationwhichmaybeinitiatedonly by thecontroller.
In addition,theCliquesAPI alsoimplementstheprimitivesfor thecentralizedkey agreementprotocol. This

protocolconfersaspecialroleto agroupcontroller. Thecontrollergeneratesanew key every timethegroupview
changesanddistributesthekey to thegroup.Failuresor partitionsof agroupcontrollercanbesolvedby selecting
anew controllerfor theremaininggroup.

2.3 Integration

In this sectionwe describeour integratedsystem.Westartby motivatingourdecisionto usetheVS semantics
and we discussthe interactionbetweenCliquesand Spread. We then presentthe systemarchitecturewhich
allows drop-in replacementof key agreementandencryptionalgorithm. Finally, we detailedthe statemachine
implementingdistributedCliques.

Thereare two semanticsgenerallyacceptedin the groupcommunicationliterature: ExtendedVirtual Syn-
chrony (EVS) model[20, 21] andView Synchrony (VS) model[22]. Thesetwo modelshave muchin common:
they bothguaranteethatgroupmembersseethesamesetof messagesbetweentwo sequentialgroupmembership
eventsandthattheorderof messagesrequestedby theapplicationis preserved.However, thereis adifferencebe-
tweenthem:EVSguaranteesthatmessagesaredeliveredto all recipientsin thesamemembershipasthemessage
wasoriginally senton thenetwork. VS, in contrast,guaranteesthestricterpropertythatmessagesaredelivered
to all recipientsin thesamemembershipasthesendingapplicationthoughtit wasamemberof at thetime it sent
themessage.Providing thispropertyrequiresaroundof applicationacknowledgementmessagesbeforeinstalling
a new membership.This needfor applicationlevel acknowledgementsrequiresthat the groupsbe closed,only
allowing membersof thegroupto sendmessagesto it. This triggerssomebenefitsof EVS over VS: it hasbetter
performance,it allowsopengroups,wherenon-membersof agroupcansendmessagesto thegroup,andprovides
a moregeneralandstrongerservice.VS semanticscanbe implementedon top of EVS semantics,but EVS can
notbeimplementedon topof VS.

It is importantto point out that the knowledgethat a messageis received in the membershipthe application
believed it wassentin, which is provided by VS semanticsmakes implementinga securegroupsystemmuch
easier:every messageis encryptedwith the samekey that the receiver believes is currentwhenthemessageis
deliveredto it. To implementa groupkey agreementprotocolon top of EVS would requirethesecuritylayer to
implementsomethingvery like VS semanticsto correctlymaintainwhich messagesweresentusingwhich key.
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Thus,at this point we do not seeany significantbenefitto building securityrequiringonly EVS semanticsasa
library layer. Therefore,we build thesecuritylibrary on topof theFlushlayerthatprovidesVS semantics.

Understandingthe interactionbetweenthe groupcommunicationsystemandthe key agreementlibrary, and
clearlydelimitingwhatoneprovidesfor theother, is oneof theimportantpartsof thiswork. Spreadhandlesall the
low level network communication,it maintainsaview of thegroupandupdatesthisview asthegroupmembership
changes.Spreadhandlesall thenetwork events(failure,network partition,merges)aswell asmembervoluntary
events(join, leave). The CliquesAPI definesa collectiona functionshelpful in implementingthe Cliqueskey
agreementprotocol,withouthandlingany communication.TheCliquesAPI maintainsacurrentview of thegroup
which is basedon informationprovidedto it by thegroupcommunicationservice.Thecoreof theintegrationis
implementingtheCliquesprotocol,thegluethattiestheCliqueslibrary andSpread,usingtheinformationabout
groupchangesprovided by SpreadandmakingthecorrectCliquescallsat thecorrectmoment.This forms the
SecureSpreadlibrary.

Two observationscanbemade.First, we needa mappingfrom Spreadeventsto Cliquesevents.Second,the
SecureSpreadLayerhasto implementthelogic of theCliquesprotocols[3, 4, 5]. This logic is not encapsulated
in the Cliqueslibrary aspresentedby its API. The only eventsmeaningfulfor Cliquesare join, leave, merge,
partition,andkey refresh.A completemappingof Spreadeventsto Cliqueseventsis presentedin Table2.3.

To illustratethis, supposethat a network partition splits a groupof four membersinto two network compo-
nents,eachwith two members.SecureSpreadwill translatethis event into a Cliquesleave event that includes
bothpartitionedmembers.TheCliquesprotocolwill be invoked by SecureSpread(in eachof thecomponents)
andwill finally translateinto aSecureSpreadmembershipnotificationto theapplication.

SpreadEvents Cliques Events

Join Join
Leave Leave
Disconnect Leave
Partition Leave
Merge Merge
Partition+ Merge Leave thenMerge
GroupChangeRequest N/A
N/A Key Refresh

Table 1. Mapping of Spread Events to Cliques Events

Oneof themaingoalsin thedesignof SecureSpreadis having aflexible systemthatwill allow aneasydrop-in
algorithmchange.Most of thepracticalcryptosystemsarenot provably secure.Thesecuritycomesmostof the
timesfrom preventinga brute-forceattackby choosingparametersthatwill requirea hugecomputationaleffort
to break,while still beingefficient during regular operation. In this context, the trust in encryptionalgorithms
mayvary over time. Of course,betteralgorithmsarecontinuouslyintroduced.Therefore,a flexible andmodular
SecureSpreadwill minimizethetimeandeffort requiredin orderto takeadvantageof thelatestadvancesin crypto
algorithms,or replacingalgorithmsknown to bebroken.Suchamodulararchitectureis presentedin Figure1.

The SecureSpreadlayer consistsof threemodules: SecureSpreadmodule, the CliquesProtocolsmodule
and the Blowfish encryptionmodule. SecureSpreadrelies on the Flush layer to provide the communication
infrastructureandusestheCliqueslibrary asa tool in implementingtheCliquesprotocols.SecureSpreadlibrary
is theengineof this layer, implementingastatemachinethathandlesall of thecommunicationevents.This layer
alsoexportsthesecuregroupcommunicationAPI thatany applicationcanuse.
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Figure 1. Secure Spread Architecture

Thecorefunctionalityof SecureSpreadisencapsulatedwithin anevent-handlingloop. Network eventsaregen-
eratedby theVS groupcommunicationlayer(Flush).SecureSpreadhandleseachof theseeventsand,depending
on their context, passesit on to thepropermodulethat handlestheevent. If theevent is receiving/multicasting
of a regularmessage,themessageis passedto theBlowfish modulethatwill decrypt/encryptit. If theevent is a
membershipchange,it is passedto theCliquesProtocolsmodulethatwill performthekey agreementprotocol.
Notethatduringinitialization, theencryptionalgorithmsandthekey agreementalgorithmsneedto registerwith
SecureSpread.SecureSpreadcanhandledifferentkey agreementprotocolsanddifferentencryptionalgorithms
for differentgroups.TheSecureSpreadmoduledefinestwo generalinterfaces:onefor encryptionandonefor
key agreement.Any encryptionalgorithmor key agreementprotocolcanplug-in to theSecureSpreadmoduleby
implementingtheseinterfaces.

The Blowfish moduleincludesthe Blowfish algorithm(a modificationof the BruceSchneider’s free imple-
mentation)[7, 8] andtheBlowfish interfaceto theSpreadmodule.SecureSpreadClientsspecifytheencryption
algorithmto be useduponconnectingto SecureSpread.Whenclientsrequireto sendencryptedmessages,the
SecureSpreadmoduleinvokes the generalencryptionfunction which in turn will invoke the Blowfish specific
call. For now Spreadsupportsonly theBlowfishencryptionalgorithm.

TheCliquesProtocolsmoduleimplementsthekey agreementprotocols,usingtheCliqueslibrary, by invoking
theCliquesAPI. In orderto communicatewith theSecureSpreadmodule,theCliquesProtocolmoduleneedsto
registerwith theSecureSpreadmodule. It specifiesthespecialmessagesthatareneededby thekey agreement
algorithm. FIFO orderedmessagesareusedto communicatepartial keys or key list eitherusing multicastto
thegroupor usingunicastbetweentwo particularentities,asspecifiedby theCliquesprotocols[3, 4, 5]. When
receiving anevent,SecureSpreadcheckswhethertheCliquesprotocolis registeredfor it, andin thatcaseit passes
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Figure 2. Distrib uted Cliques State Machine - join and leave

theeventto theCliquesProtocolmodule.
Currently, the CliquesProtocolmoduleimplementstwo differentalgorithmsfor key agreement:Distributed

Cliqueskey managementandCentralizedkey management.
TheCliquesprotocolsaredefinedby two statemachines.A simplifiedstatemachinefor theDistributedCliques

protocolis presentedin Figure2.
In eachof the algorithms,eachmemberof the group operatesbasedon the relevant statemachine,some

particularinformationof theuser(ifheis or not thegroupcontroller, if heis or not thefirst memberin a group),
andthecurrenteventaffecting thegroup. Two mainactionsaretakenby a member:invoking CliquesAPI calls
(this translatesin computations),andsending(unicastor broadcast)theoutputof CliquesAPI callsvia Spreadto
othermembersof thegroup,asrequiredby theprotocol.

A userstartsexecutingthe statemachineupon invoking the SSPjoin call of the SecureSpreadAPI. The
groupcommunicationinfrastructurewill detectthat thegroupview haschangedandwill deliver a membership
notificationdueto a join message(JOIN).To simplify thestatemachine,wenameaJoineventthatis receivedby
theusertriggeringtheevent,SELF JOIN.All theothermembersof thegroupwill seethiseventasaregularJOIN
event. If theuseris in Wait for SELF JOINstate(seeFigure2, andreceivestheSELF JOINevent,two situations
arepossible:thatuserjoinedanon-existentgroup(in thiscasethegroupis createdandtheuserbecomesthefirst
memberof the group),or the groupalreadyexists. In the first case,sinceno communicationis necessary, the
membercanmove directly to SecureMembershipstate,after computinga key. If the groupalreadyexists, the
usermovesto Wait for JOIN TOKEN state,aspartof reachinganagreed-uponkey.

The SecureMembershipstatein Figure2 is the stablestatein which the securegroupis functional. In this
state,all of themembersown thegroupkey andcancommunicatesecurely.
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Whena new memberjoins the group,all the othermembersof the groupwill receive the JOIN event. All
the members,but the group controller will move to the Wait for KEY LIST state,waiting for a KEY LIST
messagethat will containthe list of partial keys. The groupcontroller refresheshis sharein the previous key
andunicaststhenew list from thepreviousgroupcontext to thenew member(which at this point is in theWait
for JOIN TOKEN state). When the new memberreceives that unicastfrom the group controller, it addsits
contribution to thelist andthenbroadcastsit to thegroup.All thememberswill receive thisKEY LIST message,
will extractthekey for thenew membership,andinstall thenew membership,moving to theSecureMembership
state.

Whena memberleaves the group, the statemachinesbehaves as follows. All the members,but the group
controllerwill move to theWait for KEY LIST state.Thegroupcontrollerrefreshesthe list of partialkeys and
thenbroadcastsit to thegroup.Uponreceiving theKEY LIST messageall themembersobtainthenew key and
move to theSecureMembershipstate.

Thestatemachinethatwepresenteddoesnothandleeverypossiblecombinationof network eventsandassumes
thatno additionaleventhappenswhile performingthekey agreementalgorithm. We discusssomeof the issues
thatacompletesolutionmusthandlein Section3.

3 Discussion

Two approachesareavailablewhendesigninga securegroupcommunication.The first is implementingthe
securityservicesandkey agreementprotocolat the daemonlevel. The secondapproachis to implementthem
at the client level. Eachof theseapproacheshasits advantagesanddrawbacks. A designthat integratesthe
securityservicesat thedaemonlevel will definitely triggera major improvementin the latency, throughputand
computationrequiredwhenthe membershipof the groupchanges.Enforcingsecuritypolicy is easierin such
a model,whereaccessto daemonsandspecifiedgroupsis easierto control. However, this approachis more
complex asthesecurityprotocolsaretailoredinto thereliability, orderingandmembershipprotocols.

By integratingthesecurityservicesattheclientAPI level, ahigherprotectionis achievedbecausethedaemon’s
network isnottrusted.It is muchmoredangerousto compromiseadaemonthanasinglegroup.Ontheotherhand,
modelhasahighercostin termsof performance.It shouldrequire,in addition,ensuringasecurecommunication
link betweenclientsanddaemons,andat leastsomeminimal accesscontrolat thedaemonlevel.

A securegroupcommunicationsystemhasto address,in addition,problemssuchasmembercertificationand
trust. It is moredifficult to solve the trustproblemin a groupcommunicationenvironmentsincetrust becomes
dynamic.Onesolutionis to authenticatemembersat connectiontime,which hasto bedoneat thedaemonlevel.
A scalablemethodof certifyingtheclientsis needed.Also, agroupauthenticationcanbetakeninto consideration.
Thiswill conferamembertheability to signmessageseitherfor itself, or aspartof agroup.

Onedesirablefeatureof asecuregroupcommunicationsystemis to berobustandfault-tolerant.An invocation
of the key managementalgorithmis not an atomicevent (unfortunately). A changein the groupmembership
triggersan agreementon a new key, which is an operationthat requirescomputationsdoneby more thanone
partyandoneor morebroadcastsandunicasts,dependingon thenatureof themembershipevent that triggered
thekey change.As thesystemperformsthekey agreementalgorithm,new, possiblycascadingeventsmayhappen.
Handlingsuchsituationsis necessaryfor a correctsystem.A simpleapproachwill restartthe algorithmwhen
receiving a cascadedevent, drop all the work doneso far, and restartthe algorithmfrom scratchwhenever a
cascadingeventhappened.However, a moreefficient approachtries to save thework doneasmuchaspossible
optimizing the total work to generatethe new key. Implementinga fully optimizedsolution requiresdeeper
modificationin theCliqueslibrary, in thesensethat in thecurrentimplementation,while performingbig chunks
of computations,Cliquestakesthecontrolandit is notawareof network eventoccurrences.Theproblemis more
delicatethenthatandis thesubjectof futurework.

Anotherproblemthatneedsto behandledis preservingall theguaranteesthatSpreadprovided(causal,agreed
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or totalordered),in thecontext wherekey agreementis anasynchronousevent,someusersmightgetakey before
others.As wearedealingwith anasynchronoussystem,onceamemberreceivedthekey hecansecurelymulticast
messages.If themessageis sentFIFO, reliableor unreliable,thereexiststhepossibilitythatothermemberswill
first seethemessageandonly afterit themembershipthatprovidesthemwith thenew key. Restrictingmembers
of thegroupto sendmessageswhile they performthekey agreement(which is logicalasthey donotactuallyhave
a valid key) andbuffering all themessagesthata membercanreceive while waiting for themembershipwhich
provide themwith a key, enablesusto still provide all of theSpreadservicesin thesecuregroupcommunication
environmentin acorrectmanner.

4 Performance

This sectionpresentsanevaluationof theperformanceof our integratedsecuregroupcommunicationsystem.
Weareinterestedin two aspects:thefirst oneis thetimethegroupspendsin establishinganew membershipwhen
externaleventshappen(join andleave). Thesecondoneis thethroughputof thesystemwhendatais encrypted
andsentover thenetwork.

Weperformedtheall of thetestson aclusterconsistingof four 450MHzPentiumII computers.
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4.1 The costof establishinga newmembership- join and leave

Measuringthe time the groupspendsin establishinga new membershipis a difficult task. We aredealing
with an asynchronousenvironmentwheredifferentmembersof the groupcanseethe sameeventsat different
times. In performingconsistentandrelevant teststwo aspectsareimportant: what time arewe measuringand
who is measuringit. From the cryptographicpoint of view, the performanceof a key agreementalgorithmis
given by the time it takesto performthe exponentiations,so it seemsthat measuringCPU time will be a good
approach.However, amorerelevantmeasurefor agroupcommunicationsystemwouldbethelatency thatauser
experiencesfrom the momentthe groupwasaffectedby an event (new memberjoining the groupor member
leaving thegroup)until thenew securegroupmembershipis established.

While it is clearwhenan event is ending,it is unclearwhenit starts. Differentmembersof the grouptake
part in differentphasesof thekey agreement.Thesecuregroupis not notifiedat thebeginningof a membership
event,it is only notifiedat thecompletionof thekey agreementprotocol. If we considertheSecureSpreadlayer
a blackbox, thentheeventsthat cantriggera changein thegroupmembershipbegin whena client invokesthe
securegroupcommunicationAPI (thejoin andleave primitives). In this context, having anoutsideobserver that
is not involved in the groupcommunicationsystem,playing the role of a timer is morenatural. This approach
overcomestheneedto have thedifferentcomputerclockssynchronized.

Thetimerprocessis notifiedby all thepartiesinvolvedin thesecuregroupmembershipprotocolregardingthe
eventsaffecting the group. We useunreliableUDP to signaltheseevents. UDP packets,while not necessarily
reliable,areusuallyvery reliablein a local areanetwork settingandhave minimal latency, within two ordersof
magnitudesmallerthanourmeasuredtime.

In this way, the time is measuredon a referencecomputer. Sincethe testswereperformedon a 100Mb/sec
localareanetwork with a low collision ratethisapproachyieldsaccurateresults.

We conductedour experimentsasfollows: oneof the four computerswe usedwaschosento run the timing
program;theotherthreewererunninga Spreadnetwork (onedaemonon eachcomputer).Themembersof the
grouparedistributedon two of the threecomputersrunningSpread.A userthat joins andleaves the groupis
runningon thethird computer. Thefollowing notationswill beusedhenceforth:

� TIMER: theprogramthatkeepstrackof time.

� MEMBER: any memberof thegroup,exceptthememberthatperformsjoins andleaves.

� TRIGGER:userthatperformsjoins andleavesto analreadyestablishedgroupof MEMBERS; its actions
will triggergroupeventswe wantto evaluate.
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Theeventsthatthetimerprogramwill seeare:

� JOIN STARTED - theTRIGGERnotifiesTIMER immediatelyafterjoining thegroup.

� JOINEDFINISHED- eachMEMBER notifiestheTIMER immediatelyafterreceiving thenew membership
messagecausedby theTRIGGER’s joining thegroup.

� LEAVE STARTED - theTRIGGERnotifiestheTIMER immediatelyafterleaving thegroup.

� LEAVE FINISHED- eachMEMBER notifiestheTIMER immediatelyafterreceiving thenew membership
messagecausedby theTRIGGER’s leaving thegroup.

Note that, for every singularevent (join or leave), the TIMER will seeone EVENT STARTED and more
than one EVENT FINISHED (as many as the group size, sincedifferent membersof the group will seethe
samemembershipevent at potentiallydifferent times),so the informationthe TIMER hasis � ���	�
�������������� and������� ��� ��	��� �����"!$#
%&%('*)

,
'

beingthegroupsize.For anoutsideobserver theeventtook
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We evaluatedthetime it takesto establishmembershipsfor thefollowing configurations:theEVS non-secure
groupcommunicationsystem(Spread),theVS non-securegroupcommunicationsystem(Flush),andtwo differ-
entsetupsof securegroupcommunicationsystems:SecureSpreadusingtheCentralizedkey agreementprotocol,
andSecureSpreadusingaDistributedCliqueskey agreementprotocol.

Table 2. Total number of serial exponentiation

Operation Join Leave Controllerleaves
Numberof membersafteroperation

� � ;I# � ;I#
DistributedCliques J � � �
Cliqueswith Centralizedkey agreement

�LKNM � ;I# O � ;QP

As expected,the VS Spreadimplementationshows a linear increasewith respectto the EVS Spreadimple-
mentation(seeFigure3). The latency that a userusingthe SecureSpreadsystemexperienceswhenthe group
membershipchangesin reactionto a join or leaveoperationis presentedin Figure4. For agroupsizeof 10mem-
bers,thetime thegroupspendsin establishinganew membershipwhenanew memberjoins thegroup,increases
from about1 msecfor theSpreadlayer to about7 msecfor theFlushlayer, while the time neededto establish
a new membershipwith SecureSpreadwith Centralizedkey agreementis about70 msecandthetime neededto
establishthemembershipwith SecureSpreadwith DistributedCliquesis about140msec.Leave operationsare
lessexpensive. For agroupof 10members,thetimeit takesto establishanew membershipwhenamemberleaves
thegroup,increasedfrom about1 msecfor theSpreadlayer to about7 msecfor theFlushlayer, while thetime
neededto establishanew membershipwith SecureSpreadusingCentralizedkey agreementis about45msecand
thetime neededto establisha new membershipusingSecureSpreadwith DistributedCliquesis about70 msec.
As thegroupsizeincreases,thetime neededto establishamembershipin SecureSpreadincreaseslinearly.
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Note that utilizing a centralizedapproachis lessexpensive. However, this solution doesnot allow for au-
thenticationof individual groupmembers.Moreover, all membersof thegroupneedto trust thecentralmember
generatingthekeys andthequality of its randomnumbergenerator. Figure5 shows that thecentralizedmecha-
nismis veryexpensive if thememberleaving thegroupis thekey generator.

Thetimevaluespresentedin Figure4 includethetime to establishamembershipin Flush,thetime to perform
exponentiations,andthetimeto sendthesignalingUDPpacketsto theTIMER. Mostof theoverheadof thesecure
groupcomesfrom thenumberof serialexponentiationsperformedby thememberswhile agreeingupona new
key. Thenumberof serialexponentiationsfor bothCentralizedandDistributedCliquesarepresentedin Table2.
In theory, the lastexponentiationstepshouldbeperformedin parallel,thereforeconsumingoneexponentiation
time. However, in practice,thenumberof serialexponentiationscanbeslightly higherif morethanoneclientwill
runonthesamecomputer. In suchcasesthelastexponentiationstepwill takemoretimethanoneexponentiation.
For example,in thetestswe performedfor a groupsizeof eleven, two of thespreaddaemonshadfive members
each,so,insteadof performingonefinal exponentiation,actuallyfivewereperformedon eachcomputer. As was
shown in previouswork [24], themeasuredCPUtimetightly correspondsto thetheoreticaltimederivedfrom the
numberof serialexponentiations.

Wedid notperformtestson awide areanetwork but we expectthatfor abig latency, therelative timeof akey
computationcomparedwith communicationmight change,asthecostwill comenot only from theexponentia-
tions,but from communicationlatency aswell.

4.2 The costof encryption

The throughputof the SecureSpreadsystemasa function of messagesizeandasa function of key size is
presentedin Figure6. It is interestingto notethatthesizeof thekey did notaffect thethroughput.Encryptingthe
messagesloweredthethroughputto about40percentof thethroughputof thenon-secureoperationonalocalarea
network, lowering it from about65 Mbits/secto about28 Mbits/secfor a messagesizeof 10000bytes.We note
that thedecreasein performancewill bealmostnegligible on slower wide areanetworks. Adding VS semantics
practicallycostsnothingin throughputperformance.

5 Conclusions

In summary, thisreportfocusesonevaluatingthecostof providing securityservicesfor agroupcommunication
system.Our testsshow thatthemostimportantandcostlyaspectwhenproviding securegroupcommunicationis
thekey agreementprotocol.
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We believe that a daemon-integratedarchitectureshouldbe considered,as it will substantiallyincreasethe
performanceof thesystemandamortizethecostof expensive cryptographicoperations.

Implementingsecureandrobusthandlingof cascadinggroupevents,usinganapproachoptimizedfor themost
frequentevents(join andleave), is necessaryin orderto have a completesecuregroupcommunicationsystem.
Hardeningsecurityprotocolsto make themrobust to asynchronousnetwork eventsis difficult, but possible.

Finally, several necessaryservicesarenot discussedin this paperandcould leadto interestingfuture work.
They includeservicesasgroupmembercertification,intra-groupauthentication,privatecommunicationwithin a
groupandprivatecommunicationbetweenmembersandnon-membersof thegroup.
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