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Abstract

Numebpusapplicationsrequiringinformationdeliveryfromonesendeito manyreceives are basedon a group
communicatiormodel. Group communicatiorsystemsare usedin industry and military systemsvhele relia-
bility and high-availability are required. With the growth of the Internet, the numberof applicationsthat can
take advantage of a group communicationnfrastructue increasedteleconfeenceswhite-boads, videoconfer
encesdistributed interactive simulation, collaborative work). Over wide area networksthe needfor providing
confidentiality integrity, and authenticityof messgesis essential.

In this paperwe presentSecue Spread, a secue version of the Spead Toolkit. Secue Speadis a group
communicatiorsystemthat utilizes contributory group key manajementdevelopedby the Cliquesproject and
Blowfishsymmetricencryptionalgorithm. Its modulardesignallows drop-in replacemenbf encryptionand/or
key agreemeniprotocol. Thiswork will not go to the detailsof a completesolutionthat handlesevery possible
combinatiorof networkevents.Ratherit will focusontheperformancesvaluationin thegeneal case Theresults
will givea goodindicationandinsightof the overall costof securityin a groupcommunicatiorervironment.

1 Intr oduction

Numerousapplicationgequiringinformationdelivery from onesendetto mary receversarebasednagroup
communicatiormodel. Groupcommunicatiorsystemsareusedin industryandmilitary systemsvherereliabil-
ity andhigh-availability arerequired. With the growth of the Internet,the numberof applicationshat cantake
adwantageof group communicatiorinfrastructureincreasedteleconferencesyhite-boardsyideo conferences,
distributedinteractve simulation,collaboratve work). Over wide areanetworksthe needof providing confiden-
tiality, integrity, andauthenticityof the messagess essential.

Providing securityservicesfor group communicationis a challengingtask. The interrelationbetweenhigh-
availability andsecurityguaranteeare not well understoodespeciallyin the presencef general possiblycas-
cading,network events. Sincethe groupis a dynamicentity, key generatioris anasynchronousvent,asoppose
to sessiorestablishmenat connectime in atwo-partycase.Multicastcommunicatiorimpliesusinga complete
network in contrasto unicastwherewe have only onechannel It is moredifficult to maintainthe securityin such
anervironment.

*This work wassupportedn partby a grantfrom the NationalSecurityAgeng/ underthe LUCITE program.



Key agreemenis a critical part of providing securityservicesfor groupcommunication.Thereexist several
differentwaysto achieze key agreementn a group. Onesolutionis to have a single entity that decidesupon
a key andthendistributesit to the group. In this casethe key generatiorentity maintainslong-termkeys with
eachmemberof thegroupin orderto enablesecuregwo-partycommunicatiorusedto distribute thekey. A flavor
of this solutionusesa fixed, trustedthird party asthe key generatiorentity. Sinceusinga trustedthird party
doesnot supportnetwork partitions,this is not anacceptableolutionfor securegroupcommunication.nstead,
empavering a memberof the group, chosenin a deterministicway, with the ability of generatingkeys seems
moreattractve. Anothersolutionlooksinto providing a contritutory key whereeachmemberof the groupadds
its own sharesuchthatthe groupkey is a functionof theindividual contrikutions.

Eachof theabove solutionshasits advantagesnddisadwantagesin acentralizeckey agreemenérnvironment,
thetrustof thewhole systemis putin thememberthatgenerateshe key. Moreover, thekey generatiorresponsi-
bility makesthis memberanattractve tamgetfor anattacler. A contrikutory key generationin contrastachiees
a betterrandomnessf the key, evenif someof the participantdack a goodrandomgeneratar In generalthe
computationaéffort requiredfor acontrilkutory key agreemenprotocolis muchlarger However, in certaincases,
whenthereis no onefixedtrustedentity, a centralizeckey agreemenprotocolmaybe moreexpensve if thelast
key generatois leaving the group. A goodkey agreemenprotocolneedso provide strongsecurityguarantees
(key independenceauthenticationkey confirmation,perfectforward secreg, resistancdo known-key attacks)
while beingscalable.

We presenta securegroup communicationsystemthat utilizes a contritutory key agreemenprotocol. We
discussthe costsof addingsecurityservicesto the Spread[1, 23] group communicatiortoolkit. We focuson
the encryption,key agreementandkey distribution costs. This work will not discussthe detailsof a complete
solutionthat handlesevery possiblecombinationof network events. Rathey it will focuson the performance
evaluationin the generalmorecommoncase.Theresultswill give a goodindicationandinsightfor the overall
costof securityin agroupcommunicatiorervironment.

Therestof thepaperis organizedasfollows. We presensomerelatedwork in Sectionl.1. Section2 describes
thearchitecturef thesystenwe developed.We discussomeof theissuegaisedwhenintegratingkey agreement
with reliablegroupcommunicationn Section3. Sectiord presentperformancevaluation.Finally, we conclude
ourwork anddiscusguturework in Section5.

1.1 RelatedWork

Designingandimplementinga securegroupcommunicatioris a complex problemandthereare mary works
thatcanrelateto it. The mostobviousoneis securegroupcommunicatioritself. Anotherimportantfield is key
managemernthatincludeskey distribution (or key transportiandkey agreement.

Key distribution protocolsrely on a centralizedentity they focus on distributing the key and they are not
very interestedn addressinglynamicsin group membershipchange. The main concernfor suchprotocolsis
scalability They performbetterfor very large groups(usuallythe casewith onesendermndmary recevers)and
areusuallybasedon atreehierarchy

The problemof scalabilitywasaddressetyy S. Mittra who proposedolus [15]. This work is oneof thefirst
that addresseshe scalability problemby making use of a hierarchyof subgroups. Scalability is achieved by
having eachsubgroupbe relatvely independentBecausehereis no global sharedkey, leavesandjoins affect
only thesubgroup.

An interestinghierarchicalapproacho improve scalabilitywastaken by C.Wongat al [14]. Basicallyinstead
of usinga hierarchyof groupsecurityagentsaslolus did they useda hierarchyof keys. They assumea trusted
senerresponsibldor groupaccessontrolandkey managementrhey implementedhere-keying stratgiesand
protocolsin agroupkey sener.



An actualimplementatiorof groupcommunicatiorsystemgocusingon securityissuess thesecurelistributed
CORBA (Immune)systembuilt ontop of Secure-Ring17] groupcommunicatiorwork at UCSB[18]

Thesystendevelopedat UCSB providesprotectionagainsByzantinefailuresusingcryptographidechniques
to securealow-level ring protocol(thatformsthebaseof the Totemsystem)andreplicatingthe protectedCORBA
objectssuficiently to detectandrecover from up to afixednumberof compromisedabjectsor computers.

Anotherimplementatiorof a securegroupcommunications theEnsemblg11] systemdevelopedby thegroup
at the Cornell University The group hasa long history in developing group communicationsystems:RAM-
PART, Isis, Horus, Ensemble andrecentlySpinglass. RAMPART system[16] was concentratean Byzantine
robustnesswhile Ensembleaddresseshe problemof generatinga sharedgroup key andre-keying. It allows
application-dependar trustmodelsandoptimizescertainaspect®f groupkey generatioranddistribution proto-
cols. A groupmemberin Ensemblecanbe authenticatedisinga commongroupkey or a members long-term
secref(e.g.,usingKerberosAuthenticationSener [19] or PGPkey).

Ensembles securitymechanisnis basedn the extensionf conventionalcryptographidoolsasPGPauthen-
ticationengine[12]. Ensembleusesa centralizeckey generatiorapproachwherea groupleadey chosenasthe
lowest-numberednemberof the group, is responsibleof generatingsecurekeys. Key distribution is performed
using encryption(via PGP). This solutionis expensve sincethe key mustbe encryptedindividually for each
memberanddoesnot provide perfectforwardsecreg sincea compromiseof justonemembers long-termsecret
(PGPprivate key) exposesall previous groupsessiorkeys, and, hence all prior groupcommunication.Recent
researcthadaresulta decentralizeédndoptimizedapproactor groupre-keying. [13].

2 Secume SpreadAr chitecture

Thefinal goal of this work is to have a scalablesecuregroup communicatiorsystem,while maintainingthe
high-availability andgroupservicesuchsystemgraditionally provide. We achieve this by integratingandadapt-
ing the Cliquesprotocolsuite[3, 4, 5] with the Spreadoolkit. [1]. Thisresultsin a securegroupcommunication
layerandan API, addingsecurityto thetraditionalservices.

Modularizationis one of the mostimportantissuesthat we considerwhen designingSecureSpread. This
allows, in particular fastreplacemenbf the key agreemenaindencryptionbuilding blocks. The Cliquesdesign
was very appealingto us. It definesa protocol which allows membersof the groupto computea key in the
presencef join andleave events. The key is contrikutory, sothateachmemberis addinga private shareto the
computatiorof thekey. Thealgorithmis relatively efficientandguarantee&ey independenceey confirmation,
perfectforward secreg andresistancdo known key attacks.Cliquesis basedon groupextensionof the Diffie-
Hellmankey exchangealgorithm[2].

The CliquesAPI is alibrary thatcanbe usedto implementa key agreemenprotocol. Usingthe CliquesAPI,
we implementedwo suchprotocols:thefirst which we will referto asdistributed Cliques,is a contritutory key
agreementThesecondgcentralizedCliques,useshelastmemberto join thegroupasakey generatiorentity.

We achieve confidentialityby encryptingthe messagessingthe Blowfish [7] encryptionpackage This pack-
ageimplementsan efficient symmetricencryptionalgorithmthatencrypts64 bytesof plaintext, usinga variable
key (32to 448bits). It combinesa Feistelnetwork, key-dependens-Boxes,anda non-irvertible F functionto
createwhatis perhapsneof the mostsecurealgorithmsavailable. Thereareno known attacksagainsBlowfish.
Blowfishis freeandis alsoavailableaspartof the Opensslibrary [9].

Next we presentanovervien of Spreadthenwe describeCliques,andfinally we detailour integratedsystem.

2.1 Spread

Spreads a groupcommunicatiorsystemfor wide andlocal areanetworks. Spreadprovidesall the services
of traditionalgroup communicatiorsystemsjncluding unreliableandreliable delivery, FIFO, causal,andtotal



ordering,andmembershiggerviceswith strongsemantics.

Spreaccreatesanoverlay network thatcanimposeary arbitrarynetwork configurationincludingfor example,
point-to-multi-point, trees, rings, trees-with-subgroupand ary combinationsof them, to adaptthe systemto
differentnetworking ervironments.The Spreadarchitectureallows multiple protocolsto beusedonlinks between
sitesandwithin asite.

Spreads very usefulfor applicationsthat needthe traditionalgroup communicatiorservicessuchascausal
andtotal ordering,andmembershi@nddelivery guaranteedyut alsoneedto run over wide areanetworks.

Spreads constructedsalong-runningdaemoranda library thatlinks with the application.This architecture
hasmary benefitsthe mostimportantfor wide-areasettingss theresultantability to paytheminimumnecessary
pricefor differentcause®f groupmembershighangesSimplejoin andleave of processesranslatento asingle
message A daemondisconnectioror connectiondoesnot pay the heary costinvolved in changingwide area
routes.Only network partitionsbetweerdifferentlocal areacomponent®f the network requiresthe heary cost
of full-fledgedmembershighange Luckily, thereis a stronginverserelationshipbetweerthefrequeng of these
eventsandtheircostin apracticalsystem.Theprocesanddaemormrmembershipsorrespondo themorecommon
modelof lightweightandhearyweightgroups.

Spreadscaleswell with the numberof groupsusedby the applicationwithout imposingary overheadon
network routers. Groupnamingandaddressings no longera sharedesourcethe IP addresgor multicast)but
ratheralarge spaceof stringswhichis uniquepercollaborationsession.

Spreadcansupportlarge numberof differentcollaborationsessionseachof which spanghe Internetbut has
only asmallnumberof participants.Thereasons thatSpreaditilizesunicastmessagesnthewide areanetwork,
routingthembetweerSpreachodeson the overlay network.

The Spreadsystemprovides two different semantics:ExtendedVirtual Synchroy [20, 21] and View Syn-
chrory [22] whichwill bediscussedater The EVS semanticss provided by the Spreadibrary, while the VS
semanticds provided by the Flushlayer on top of it. The Spreadtoolkit is available publicly andis usedby
several organizationdor both researchand practicalprojects. The toolkit supportscross-platformapplications
andhasbeenportedto several Unix platformsaswell asWindows andJava environments.

2.2 Cliques

Cliques[3, 4, 5] is a cryptographigrotocol suitewhich provides authenticateaontributory groupkey man-
agementCliquesalsoguaranteekey independencegerfectforwardsecreg andresistanceéo knowvn key attacks.
Cliquesgenerates contritbutory key, usinga one-way functionof randomsharegrom every membeiof thegroup.
This approacHits the natureof peergroupcommunicatiorandalsofacilitatesobtaininga betterkey, astheran-
domnes®f key generatiordoesnotrely onthe pseudo-randorgeneratoof justonepart. Ratherit is enoughthat
only oneparticipantwill have agoodpseudo-randorgeneratar

Cliquesprovideskey independenceAny new key is independentf all of the previouskeys, sothatanattacler
cannotfind outary informationaboutpreviousor future sessiorkeys, evenif somehwo heobtainedsomesession
keys.

A key managemeralgorithmwith a strongresistanceo active attacksshouldprovide perfectforward secreyg
andberesistanto known-key attacks.A systemthatdoesnotachiere perfectforward secreg allows anattacler
thatacquireghelong-termkey, to beableto find out pastsessiorkeys, sohe candecryptprevioustraffic. If long-
term secretkeys are compromisedfuture sessiormay be compromisedoo, asthe attacler hasthe opportunity
to impersonate Perfectforward secreg protectsold communicatioreven if long-termkeys are compromised.
Notethatin the groupcommunicatiorervironment,the attacler canbe a memberof the group. Perfectforward
secrey preventsmemberof thegroupto decryptcommunicatiorexchangedeforethey becomanemberof the
group.Perfectforwardsecreg is oneof the strongesservicegguaranteedy Cliques.Cliquesis alsoresistanto
known-key attacks A known-key attackassumeshatanattacler thatknows oneor morepastmalformedsession



keys cancomputethelong-termkeys.

The CliquesAPI [6] is animplementationof the Cliquesprotocol suite. Its main purposeis to implement
the cryptographicprimitives, assuminghe existenceof an underlyingcommunicatiorsystemthat providesthe
groupcommunicationCliquesconfersa specialrole for agroupcontroller thelastmembetto join agroup. This
role floatsasthe groupmembershighanges A controlleris chagedwith initiating key regeneratiorfollowing
membershigghanges.

Thefollowing operationswill triggerkey regeneration:

e join: asinglenev membeiis addedo thegroup.

e mege: oneor moremembersareaddedto the group. The mege operationoptimizesfor massie joins to
thegroup.

e leave: onemembervoluntarily leavesthe group.

e partition: oneor morememberdeave the groupdueto a network event. Cliqueshandledeavesandparti-
tionsin asimilar manner

Cliquesallows a key refreshoperationwhich maybeinitiated only by the controller

In addition,the CliquesAPI alsoimplementsthe primitivesfor the centralizedkey agreemenprotocol. This
protocolconfersaspecialroleto agroupcontroller Thecontrollergeneratea new key everytimethegroupview
changesanddistributesthe key to thegroup.Failuresor partitionsof agroupcontrollercanbesolvedby selecting
anew controllerfor theremaininggroup.

2.3 Integration

In this sectionwe describeour integratedsystem.We startby motivating our decisionto usethe VS semantics
and we discussthe interactionbetweenCliquesand Spread. We then presentthe systemarchitecturewhich
allows drop-inreplacemenof key agreemenandencryptionalgorithm. Finally, we detailedthe statemachine
implementingdistributedCliques.

Thereare two semanticggenerallyacceptedn the group communicationiterature: ExtendedVirtual Syn-
chrory (EVS) model[20, 21] andView Synchrory (VS) model[22]. Thesetwo modelshave muchin common:
they bothguaranteg¢hatgroupmemberseethe samesetof messagebetweertwo sequentiajroupmembership
eventsandthatthe orderof messagesequestedy theapplicationis presered. However, thereis a differencebe-
tweenthem: EVS guaranteethatmessagearedeliveredto all recipientsn thesamemembershigsthemessage
wasoriginally senton the network. VS, in contrastguaranteeghe stricterpropertythat messagearedelivered
to all recipientsan the samemembershi@sthe sendingapplicationthoughtit wasa membetrof atthetime it sent
themessageProviding this propertyrequiresaroundof applicationacknavledgemenmessagebeforeinstalling
a newv membership.This needfor applicationlevel acknavledgementsequiresthatthe groupsbe closed,only
allowing membersf the groupto sendmessageto it. Thistriggerssomebenefitsof EVS over VS: it hasbetter
performanceit allows opengroupswherenon-membersf agroupcansendmessaget thegroup,andprovides
amoregeneralandstrongerservice.VS semanticxanbe implementedn top of EVS semanticsput EVS can
notbeimplementedntop of VS.

It is importantto point out that the knowledgethat a messagés receved in the membershighe application
believed it wassentin, which is provided by VS semanticanakesimplementinga securegroup systemmuch
easier.every messages encryptedwith the samekey thatthe recever believesis currentwhenthe messages
deliveredto it. To implementa groupkey agreemenprotocolon top of EVS would requirethe securitylayerto
implementsomethingvery like VS semanticgo correctly maintainwhich messagewere sentusingwhich key.



Thus, at this point we do not seeary significantbenefitto building securityrequiringonly EVS semanticsasa
library layer Thereforewe build the securitylibrary ontop of the FlushlayerthatprovidesVS semantics.

Understandinghe interactionbetweenthe group communicatiorsystemandthe key agreementibrary, and
clearlydelimitingwhatoneprovidesfor theother is oneof theimportantpartsof thiswork. Spreachandlesll the
low level network communicationit maintainsaview of thegroupandupdateshisview asthegroupmembership
changesSpreadchandlesall the network events(failure,network partition, melges)aswell asmemberoluntary
events(join, leave). The CliquesAPI definesa collectiona functionshelpful in implementingthe Cliqueskey
agreemenprotocol,withouthandlingany communicationThe CliquesAPI maintainsacurrentview of thegroup
which is basedon informationprovidedto it by the groupcommunicatiorservice.The coreof theintegrationis
implementingthe Cliquesprotocol,the gluethattiesthe Cliqueslibrary and Spreadusingthe informationabout
groupchangegprovided by Spreadand makingthe correctCliquescalls at the correctmoment. This formsthe
SecureSpreadibrary.

Two obserationscanbe made. First, we needa mappingfrom Spreadeventsto Cliquesevents. Secondthe
SecureSpread_ayerhasto implementthelogic of the Cliquesprotocols[3, 4, 5]. Thislogic is notencapsulated
in the Cliqueslibrary aspresentedy its API. The only eventsmeaningfulfor Cliquesarejoin, leave, mege,
partition,andkey refresh.A completemappingof Spreadeventsto Cliqueseventsis presentedn Table2.3.

To illustrate this, supposéhat a network partition splits a group of four membersnto two network compo-
nents,eachwith two members.SecureSpreadwill translatethis eventinto a Cliquesleave eventthatincludes
both partitionedmembers.The Cliquesprotocolwill beinvoked by SecureSpread(in eachof the components)
andwill finally translatanto a SecureSpreadnembershimotificationto theapplication.

| SpreadEvents | CliquesEvents |
Join Join
Leave Leave
Disconnect Leave
Partition Leave
Merge Merge
Partition + Merge Leave thenMerge
GroupChangeRequest| N/A
N/A Key Refresh

Table 1. Mapping of Spread Events to Cliques Events

Oneof themaingoalsin thedesignof SecureSpreads having aflexible systenthatwill allow aneasydrop-in
algorithmchange.Most of the practicalcryptosystemsire not provably secure.The securitycomesmostof the
timesfrom preventinga brute-forceattackby choosingparametershatwill requirea hugecomputationakffort
to break,while still being efficient during regular operation. In this context, the trustin encryptionalgorithms
may vary over time. Of course petteralgorithmsarecontinuouslyintroduced.Therefore a flexible andmodular
SecureéSpreadvill minimizethetime andeffort requiredin orderto take advantageof thelatestadvancesn crypto
algorithms or replacingalgorithmsknown to be broken. Sucha modulararchitecturas presentedn Figurel.

The SecureSpreadlayer consistsof three modules: SecureSpreadmodule, the CliquesProtocolsmodule
and the Blowfish encryptionmodule. SecureSpreadrelieson the Flushlayer to provide the communication
infrastructureandusesthe Cliqueslibrary asatool in implementingthe Cliquesprotocols.SecureSpreadibrary
is theengineof this layer, implementinga statemachinethathandlesall of thecommunicatiorevents.This layer
alsoexportsthe securegroupcommunicatiomAPI thatary applicationcanuse.
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Figure 1. Secure Spread Architecture

Thecorefunctionalityof SecureSpreads encapsulatedithin anevent-handlindoop. Network eventsaregen-
eratedby the VS groupcommunicatiodayer (Flush). SecureSpreachandlessachof thesesventsand,depending
on their context, passest on to the propermodulethat handlesthe event. If the eventis receving/multicasting
of aregularmessagethe messagés passedo the Blowfish modulethatwill decrypt/encrypit. If theeventis a
membershighangejt is passedo the CliquesProtocolsmodulethatwill performthe key agreemenprotocol.
Notethatduringinitialization, the encryptionalgorithmsandthe key agreemenélgorithmsneedto registerwith
SecureSpread.SecureSpreadcanhandledifferentkey agreemenprotocolsanddifferentencryptionalgorithms
for differentgroups. The SecureSpreadmoduledefinestwo generalinterfaces:onefor encryptionandonefor
key agreementAny encryptionalgorithmor key agreemenprotocolcanplug-into the SecureSpreadnoduleby
implementingtheseinterfaces.

The Blowfish moduleincludesthe Blowfish algorithm (a modificationof the Bruce Schneides free imple-
mentation)7, 8] andthe Blowfish interfaceto the Spreadnodule. SecureSpreadClientsspecifythe encryption
algorithmto be useduponconnectingto SecureSpread.Whenclientsrequireto sendencryptedmessageshe
SecureSpreadmoduleinvokes the generalencryptionfunction which in turn will invoke the Blowfish specific
call. For now Spreadsupportonly the Blowfish encryptionalgorithm.

The CliquesProtocolsmoduleimplementghekey agreemenprotocols,usingthe Cliqueslibrary, by invoking
the CliquesAPI. In orderto communicatavith the SecureSpreadmodule,the CliquesProtocolmoduleneedso
registerwith the SecureSpreadmodule. It specifiesghe specialmessagethatareneededoy the key agreement
algorithm. FIFO orderedmessagesare usedto communicatepartial keys or key list either using multicastto
the groupor usingunicastbetweentwo particularentities,asspecifiedby the Cliquesprotocols[3, 4, 5]. When
receving anevent, SecureSpreadcheckswvhetherthe Cliquesprotocolis registeredor it, andin thatcasedt passes
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theeventto the CliqguesProtocolmodule.

Currently the CliquesProtocolmoduleimplementstwo differentalgorithmsfor key agreementDistributed
Cliqueskey managemendandCentralizedkey management.

TheCliquesprotocolsaredefinedoy two statemachinesA simplifiedstatemachineor theDistributedCliques
protocolis presentedn Figure?2.

In eachof the algorithms,eachmemberof the group operatesbasedon the relevant statemachine,some
particularinformationof the user(ifheis or notthe groupcontroller if heis or not the first memberin a group),
andthe currenteventaffecting the group. Two mainactionsaretaken by a member:invoking CliquesAPI calls
(thistranslatesn computations)andsending(unicastor broadcastjhe outputof CliquesAPI callsvia Spreado
othermembersf thegroup,asrequiredby the protocol.

A userstartsexecuting the statemachineuponinvoking the SSRjoin call of the SecureSpreadAPI. The
groupcommunicatiorinfrastructurewill detectthatthe groupview haschangedandwill deliver amembership
notificationdueto ajoin messag€JOIN). To simplify the statemachine we namea Joineventthatis receved by
theusertriggeringtheevent, SELF.JOIN. All theothermembersf thegroupwill seethiseventasaregularJOIN
event. If theuseris in Wait for SELF_JOIN state(seeFigure2, andrecevesthe SELF_JOIN event,two situations
arepossible:ithatuserjoineda non-«istentgroup(in this casethegroupis createdandthe userbecomeghefirst
memberof the group), or the group alreadyexists. In the first case,sinceno communications necessarythe
membercanmove directly to SecureMembershipstate,after computinga key. If the groupalreadyexists, the
usermaovesto Wait for JOIN_.TOKEN state aspartof reachinganagreed-upoikey.

The SecureMembershipstatein Figure2 is the stablestatein which the securegroupis functional. In this
state all of themembersown thegroupkey andcancommunicatesecurely



Whena new memberjoins the group, all the othermembersof the groupwill receve the JOIN event. All
the members,but the group controller will maove to the Wait for KEY _LIST state,waiting for a KEY _LIST
messagehat will containthe list of partial keys. The group controllerrefresheshis sharein the previous key
andunicaststhe new list from the previous groupcontext to the nev member(which at this pointis in the Wait
for JOIN.TOKEN state). Whenthe nev memberreceves that unicastfrom the group controller it addsits
contritution to thelist andthenbroadcast# to thegroup. All thememberswill receve thisKEY _LIST message,
will extractthekey for the nev membershipandinstall the nev membershipmoving to the SecureMembership
state.

When a memberleaves the group, the statemachinesbehaes asfollows. All the membersput the group
controllerwill move to the Wait for KEY _LIST state. The groupcontrollerrefresheghe list of partialkeys and
thenbroadcast# to thegroup. Uponreceving the KEY _LIST messagall the memberobtainthe new key and
move to the SecurdMembershigstate.

Thestatemachinghatwe presentedoesnothandleevery possiblecombinatiorof network eventsandassumes
thatno additionalevent happenswhile performingthe key agreemenglgorithm. We discusssomeof theissues
thata completesolutionmusthandlein Section3.

3 Discussion

Two approachesire availablewhen designinga securegroup communication.The first is implementingthe
securityservicesandkey agreemenprotocolat the daemonlevel. The secondapproachis to implementthem
at the client level. Eachof theseapproache$asits advantagesand dravbacks. A designthat integratesthe
securityservicesat the daemonlevel will definitely trigger a majorimprovementin the lateng, throughputand
computationrequiredwhenthe membershipof the group changes.Enforcing securitypolicy is easierin such
a model, whereaccesgo daemonsand specifiedgroupsis easierto control. However, this approachis more
comple asthesecurityprotocolsaretailoredinto thereliability, orderingandmembershigrotocols.

By integratingthesecurityservicesattheclient APl level, ahigherprotectionis achievedbecaus¢hedaemonrs
network is nottrusted.lt is muchmoredangerouso compromisecdaemorthanasinglegroup.Ontheotherhand,
modelhasa highercostin termsof performancelt shouldrequire,in addition,ensuringa securecommunication
link betweerclientsanddaemonsandatleastsomeminimal accessontrolat the daemorevel.

A securegroupcommunicatiorsystemhasto addressin addition,problemssuchasmembercertificationand
trust. It is moredifficult to solve the trustproblemin a groupcommunicatiorervironmentsincetrustbecomes
dynamic.Onesolutionis to authenticatenembersat connectiortime, which hasto be doneat the daemorievel.
A scalablamethodof certifyingtheclientsis neededAlso, agroupauthenticatiotanbetakeninto consideration.
Thiswill conferamemberthe ability to signmessagesitherfor itself, or aspartof agroup.

Onedesirabldeatureof asecurggroupcommunicatiorsystenis to berobustandfault-tolerant. An invocation
of the key managemenalgorithmis not an atomic event (unfortunately). A changein the group membership
triggersan agreemenbn a new key, which is an operationthat requirescomputationsdloneby more thanone
party andone or morebroadcastaindunicasts dependingon the natureof the membershipeventthattriggered
thekey change As thesystenperformsthekey agreemenalgorithm,new, possiblycascadingventsmayhappen.
Handling suchsituationsis necessaryor a correctsystem. A simple approachwill restartthe algorithmwhen
receving a cascadedvent, drop all the work doneso far, and restartthe algorithm from scratchwheneer a
cascadingventhappenedHowever, a moreefficient approachriesto save the work doneasmuchaspossible
optimizing the total work to generatethe new key. Implementinga fully optimized solution requiresdeeper
modificationin the Cliqueslibrary, in the sensehatin the currentimplementationwhile performingbig chunks
of computationsCliquestakesthe controlandit is notawareof network eventoccurrencesThe problemis more
delicatethenthatandis the subjectof futurework.

Anotherproblemthatneeddo be handleds preservingll theguaranteethat Spreadhrovided (causal agreed
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Figure 4. Timings - Centraliz ed and Distrib uted Cliques Protocols

or total ordered)jn the context wherekey agreemenis anasynchronousvent,someusersmightgetakey before
others.As we aredealingwith anasynchronousystempnceamemberecevedthekey hecansecurelymulticast
messagedf the messagés sentFIFO, reliableor unreliable thereexiststhe possibility thatothermemberswill
first seethemessag@andonly afterit the membershighat providesthemwith the new key. Restrictingmembers
of thegroupto sendmessagewhile they performthekey agreemengwhichis logical asthey do notactuallyhave
avalid key) andbuffering all the messagethata membercanreceve while waiting for the membershipvhich
provide themwith a key, enablesusto still provide all of the Spreadservicesn the securegroupcommunication
ervironmentin acorrectmanner

4 Performance

This sectionpresentsan evaluationof the performancef our integratedsecuregroupcommunicatiorsystem.
We areinterestedn two aspectsthefirst oneis thetime thegroupspendsn establishinganew membershipvhen
externaleventshappen(join andleave). The secondoneis the throughputof the systemwhendatais encrypted
andsentover the network.

We performedheall of thetestson a clusterconsistingof four 450MHz Pentiumll computers.
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4.1 The costof establishinga newmembership- join and leave

Measuringthe time the group spendsin establishinga nev membershigs a difficult task. We are dealing
with an asynchronougnvironmentwheredifferentmembersof the group can seethe sameeventsat different
times. In performingconsistentandrelevant teststwo aspectsareimportant: whattime are we measuringand
who is measuringt. From the cryptographicpoint of view, the performanceof a key agreementlgorithmis
given by the time it takesto performthe exponentiationsso it seemshat measuringCPU time will be a good
approachHowever, amorerelevantmeasurdor a groupcommunicatiorsystemwould bethelateny thatauser
experiencedrom the momentthe group was affectedby an event (new memberjoining the group or member
leaving the group)until the newv securggroupmemberships established.

While it is clearwhenan eventis ending,it is unclearwhenit starts. Differentmembersof the grouptake
partin differentphase®f the key agreementThe securegroupis not notified at the beginning of a membership
event,it is only notified at the completionof the key agreemenprotocol. If we considerthe SecureSpreadayer
a black box, thenthe eventsthat cantriggera changen the groupmembershigegin whena clientinvokesthe
securegroupcommunicatiorAPI (thejoin andleave primitives). In this contet, having anoutsideobserer that
is notinvolved in the groupcommunicatiorsystem,playing the role of a timer is morenatural. This approach
overcomeghe needto have the differentcomputerclockssynchronized.

Thetimer processs notified by all the partiesinvolvedin the securegroupmembershigprotocolregardingthe
eventsaffecting the group. We useunreliableUDP to signaltheseevents. UDP paclets, while not necessarily
reliable,areusuallyvery reliablein alocal areanetwork settingand have minimal lateng, within two ordersof
magnitudesmallerthanour measuredime.

In this way, the time is measuredn a referencecomputer Sincethe testswere performedon a 100Mb/sec
local areanetwork with alow collision ratethis approactyieldsaccurataesults.

We conductedour experimentsasfollows: oneof the four computersve usedwas chosento run the timing
program;the otherthreewererunninga Spreadnetwork (one daemonon eachcomputer). The membersof the
grouparedistributed on two of the threecomputersunning Spread. A userthatjoins andleavesthe groupis
runningon thethird computer Thefollowing notationswill be usedhenceforth:

e TIMER: the programthatkeepstrackof time.
e MEMBER: ary memberof thegroup,exceptthe memberthatperformsjoins andleaves.

¢ TRIGGER:userthatperformsjoins andleavesto analreadyestablishedyroupof MEMBERS; its actions
will triggergroupeventswe wantto evaluate.
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Theeventsthatthetimer programwill seeare:

JOIN STARTED - the TRIGGERNotifiesTIMER immediatelyafterjoining thegroup.

JOINEDFINISHED - eachMEMBER notifiesthe TIMER immediatelyafterreceving thenew membership
messageausedy the TRIGGER'sjoining the group.

LEAVE STARTED - the TRIGGERnNotifiesthe TIMER immediatelyafterleaving the group.

LEAVE FINISHED - eachMEMBER notifiesthe TIMER immediatelyafterreceving thenen membership
messageausedy the TRIGGERsleaving thegroup.

Note that, for every singularevent (join or leave), the TIMER will seeone EVENT STARTED and more
thanone EVENT FINISHED (as mary as the group size, sincedifferent membersof the group will seethe
samemembershipavent at potentially differenttimes), so the informationthe TIMER hasis startedgye,: and
finishedeyent[1..N], N beingthegroupsize.For anoutsideobsenrer the eventtook

Timemar = maz(timeeyent[i])
wheretimeeyent[i] = finishedeyent[i] — startedeyent, 1 <i < N.

However for amemberof agroup,the eventtook on average

N - -
> timeeyent|i]

=1
N

We evaluatedthetime it takesto establishmembership$or the following configurationsthe EVS non-secure
groupcommunicatiorsystem(Spread)the VS non-securgroupcommunicatiorsystem(Flush),andtwo differ-
entsetupf securegroupcommunicatiorsystems SecureSpreadisingthe Centralizedkey agreemenprotocol,
andSecureSpreadusinga Distributed Cliqueskey agreemenprotocol.

Timegyg =

Table 2. Total number of serial exponentiation

Operation Join | Leave | Controllerleaves
Numberof membersfteroperation n n—1 n—1
DistributedCliques 2n n n
Cliqueswith Centralizeckey agreement n+6 | n— 1 3n—>5

As expected,the VS Spreadmplementatiorshavs a linear increasewith respecto the EVS Spreadimple-
mentation(sed-igure 3). The lateny that a userusingthe SecureSpreadsystemexperiencesvhenthe group
membershighangesn reactionto ajoin or leave operations presentedn Figure4. For agroupsizeof 10 mem-
bers,thetime thegroupspendsn establishinga nev membershipvhena nev membeiljoins thegroup,increases
from aboutl msecfor the Spreadayerto about7 msecfor the Flushlayer, while the time neededo establish
anewv membershigvith SecureSpreadwith Centralizedkey agreemenis about70 msecandthetime neededo
establisnthe membershipvith SecureSpreadwith Distributed Cliquesis about140 msec.Leave operationsare
lessexpensve. For agroupof 10membersthetimeit takesto establistanev membershipvhenamembeleaves
the group,increasedrom aboutl msecfor the Spreadayerto about7 msecfor the Flushlayer, while thetime
neededo establisha nev membershipvith SecureSpreadisingCentralizeckey agreemenis about45 msecand
thetime neededo establisha nev membershipusing SecureSpreadwith Distributed Cliquesis about70 msec.
As thegroupsizeincreasesthetime neededo establishra membershipn SecureSpreadncreasedinearly.
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Note that utilizing a centralizedapproachis lessexpensve. However, this solution doesnot allow for au-
thenticationof individual groupmembers Moreover, all membersof the groupneedto trustthe centralmember
generatinghe keys andthe quality of its randomnumbergeneratar Figure5 shavs thatthe centralizednecha-
nismis very expensve if themembedeaving thegroupis thekey generatar

Thetime valuespresentedn Figure4 includethetime to establisra membershipn Flush,thetime to perform
exponentiationsandthetimeto sendthesignalingUDP pacletsto the TIMER. Mostof theoverheadf thesecure
groupcomesfrom the numberof serialexponentiationgperformedby the memberswvhile agreeingupona new
key. The numberof serialexponentiationgor both CentralizedandDistributed Cliquesarepresentedn Table?2.
In theory the last exponentiatiorstepshouldbe performedin parallel,thereforeconsumingone exponentiation
time. However, in practice thenumberof serialexponentiationganbeslightly higherif morethanoneclientwill
runonthesamecomputer In suchcaseghelastexponentiatiorstepwill take moretime thanoneexponentiation.
For example,in the testswe performedfor a groupsizeof eleven, two of the spreaddaemondadfive members
each so,insteadof performingonefinal exponentiationactuallyfive wereperformedon eachcomputer As was
shovnin previouswork [24], themeasuredPUtimetightly correspondso thetheoreticatime dervedfrom the
numberof serialexponentiations.

We did not performtestson a wide areanetwork but we expectthatfor abig lateng, therelative time of akey
computationcomparedvith communicatiommight changeasthe costwill comenot only from the exponentia-
tions,but from communicationatengy aswell.

4.2 The costof encryption

The throughputof the SecureSpreadsystemas a function of messagesize and as a function of key sizeis
presentedh Figure6. It is interestingto notethatthe sizeof thekey did not affectthethroughput Encryptingthe
message®weredthethroughputo about40 percenpf thethroughpubof thenon-secur@peratioronalocalarea
network, loweringit from about65 Mbits/secto about28 Mbits/secfor a messagasizeof 10000bytes. We note
thatthe decreasén performancewill be almostnegligible on slover wide areanetworks. Adding VS semantics
practicallycostsnothingin throughputperformance.

5 Conclusions
In summarythisreportfocusenevaluatingthecostof providing securityservicedor agroupcommunication

system.Ourtestsshawv thatthe mostimportantandcostly aspectvhenproviding securegroupcommunications
thekey agreemenprotocol.
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We believe that a daemon-intgratedarchitectureshouldbe consideredasit will substantiallyincreasethe
performancenf the systemandamortizethe costof expensve cryptographioperations.

Implementingsecureandrobusthandlingof cascadingroupevents,usinganapproactoptimizedfor themost
frequentevents(join andleave), is necessaryn orderto have a completesecuregroupcommunicatiorsystem.
Hardeningsecurityprotocolsto make themrobustto asynchronousetwork eventsis difficult, but possible.

Finally, several necessangervicesare not discussedn this paperand could leadto interestingfuture work.
They includeservicesasgroupmembercertification,intra-groupauthenticationprivatecommunicatiorwithin a
groupandprivatecommunicatiorbetweermembersandnon-membersf thegroup.
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