Paxosfor System Builders: An Overview

Yair Amir and Jonathan Kirsch
Johns Hopkins University
{yairamir, jakl @cs.jhu.edu

1 Introduction munication system (GCS) (e.g., [1, 6]). We believe the only
way to understand the tradeoffs of using Paxos compared
to these GCS-based systems is to completely specify Paxos

State machine replication (SMR) [8, 14] is a well-known : ) :
P ( ) ] such that (1) its safety and liveness properties can bedstate

technique for building distributed services requiring thig d(2) it be imol ted and luated
performance and high availability. The Paxos protocol ano( )| can em;;emer? € an:] ev: uated. h

[9, 10], developed by Leslie Lamport, is perhaps the most ur eéxperience nas shown t. at .t €re 1S much more to
widely-known SMR protocol and has received a great deal developing a Paxos-based replication engine than simply

of attention in the literature. Although Paxos was known in specifying_a “correct” p_rotocol. While_ our V\_/ork_takes a
the 1980s to some and published in 1998, it is difficult to system builder perspective, we also bring to light impdrtan

understand how the protocol works from the original speci- thheorencal d|ff.?_ren(;]esarelz.1|ted ftg I|ven.ess, t_r]:gt ﬁmemf f
fication. Further, the original specification had a theosdti ow oné spheC| 'ﬁs.t € felta|§ 0 Iax‘?S' spIeC| ,'Cr? Y ourd.o—
flavor and omitted many important practical details, inelud cus is on the choice of leader election algorithm, as dis-

ing how failures are detected and what type of leader elec-cﬁsseg n Sect|0rfl g Our anlaly5|skreveals that;lalms abou;cc
tion algorithm is used. the robustness of Paxos only make sense in the context o

. . o . a complete specification of the Paxos algorithm and all its
As system builders, we believe that filling in these miss- .
. T : . components. We present experimental results of our own
ing details is critical if one wishes to build a real system

that uses Paxos as a replication engine. This white pape|mplementat|on of Paxos for System Builders in Section 4.

) . ; [rhis white paper is an overview; a more complete descrip-
describes our experience over the last several years in try-. . : . ;
) . tion is available in a technical report [7].
ing to answer several fundamental questions about Paxos:
How robust is it to processor and network failures? What )
liveness properties does it guarantee? What level of per-2 Protocol Overview

formance can one expect from it? Our research has aimed

to clearly and completely specify Paxos such that system  As a state machine replication protocol, Paxos assigns a
builders can understand it and implement it. global, persistent, total order to client updates. A server
We are not the first to attempt to clarify Paxos or specify executes an update after it has executed all previous up-
it more precisely [2,4,11-13]. These previous works are dates in the global order. During normal-case operation,
valuable because they give insight into the correctness (i. one server acts as tteader. The leader assigns each up-
safety) of Paxos. However, the works (with the exception date a sequence number, and then serriso®OSALMeES-
of [4]) are mostly theoretical in nature, and none specifies sage, proposing the assignment, to the other servers. The
all of the details necessary to translate the algorithmécsp  non-leader servers respond to the proposal by sending an
fication into an implementation (e.g., flow control, message AcCEPT message to all servers, which acknowledges that
recovery, failure detection, etc.). One of the main contri- they have accepted the proposed ordering. A sgobally
butions of our work is a complete specification of protocol orders an update when it collects trROPOSALIN which
pseudocode for our interpretation of Paxos (which we call the update is contained and//2| matchingACCEPTmes-
Paxos for System Builders). Due to space limitations, this sages, wher&' is the total number of servers in the system.
white paper only briefly presents Paxos for System Builders Normal-case operation is summarized in Figure 1.
(see Section 2); we refer the interested reader to the com- In the protocol described above, the leader®POSAL
plete specification [7]. messsage is used as an implistCEPT message for the
We comment that the systems-related details missingpurpose of ordering. In this case, Paxos requires two se-
from existing Paxos specifications are explicitly addrdsse quential disk writes: the leader must sync to disk before
by existing SMR protocols that operate above a group com-sending theeROPOSAL and each non-leader must sync be-



requirements for the overall systems, resulting directy

the choice of leader election protocol. Each leader electio

0 / protocol requires a different level of stability to remaima®
\ g / g single leader (which is needed to guarantee liveness).

1 The network stability requirement of the leader election

5 : \ >< j protocol used in Paxos for System Builders can be stated

‘ ‘ ‘ formally as:

C request i proposal accept : reply

Figure 1: Paxos normal-case operation. Cli€nhsends an update to the .
leader (Server 0). The leader sendsrOPOSALcontaining the update ~ DEFINITION 3.1 STABLE MAJORITY SET: There exists a

to the other servers, which respond with&zcEPTmMessage. The client  set of processes, S, with |5’| > LN/QJ, that are eventually
receives a reply after the update has been executed. alive and connected to each other. and which can even-
tually communicate with each other with some (unknown)

fore sending itsA\CCEPT. One possible variation is that the
bounded message delay.

leader can send axcCEPT message as well, in which case
it could sync to disk in parallel with the other servers. If
disk writes are expensive with respect to the overall latenc
of the ordering, then this results in a reduction of the order
ing latency at the cost of one additional incoming message

ber non-Ieader(z_;u .“h. —1additional sends by t.he Iea.\der). In is chosen as the server with the highest identifier. A Paxos
either case, the initiator of an update syncs it to disk keefor ; T ; O
system using this failure detector requires a stable ntgjori

sending it to the leader to ensure that the update is consis- . )
. o set whose members do not receive messages from particular
tently identified across crashes.

Servers attempt to elect a new leader if insufficient unstable servers that repeatedly crash and recover or parti

. ) L : . tion (i.e., those with higher identifiers).
progress is being made — that is, if a timer expires without . : e L
. The leader election failure detector specified in [2] re-
the server having executed a new update. Paxos for System . : o .
. . o quires strictly less stability than that of [13], requiritite
Builders uses a leader election protocol similar to the one o . i
. . stable majority set to be isolated only from particular anst
used by the BFT protocol [3], adapted for use in benign en- "
. e . . ble servers that repeatedly partition (servers that repdat
vironments. When a server’s timer expires, it sendszav- ; .
crash and recover are eventually not considered as pdtentia
CHANGE message to the other servers. A server complete . ' .
) . eaders). The protocol used in Paxos for System Builders is
the leader election protocol when it collestE w-CHANGE

o L not vulnerable to disruption by any unstable servers. How-
messages from a majority of servers for the view it is at- . : : ,
; . ever, in certain cases, Paxos for System Builders requires a
tempting to install.

slightly longer time to settle on a leader in the stable major
) ) ity set than [2], since our elections are not based on which
3 Liveness: Theory and Practice servers are believed to be alive.
We emphasize that our comparison of leader election
The liveness of a protocol reflects its ability to make for- protocols is not exhaustive, and the purpose of the pregedin
ward progress. Given sufficient network stability, Paxes al discussion is not to endorse a particular protocol. Rather,
lows any majority of servers to order new updates, regard-our goal is to highlight the importance of specifying Paxos
less of past failures. What degree of network stability is in its entirety so that its performance and availability ban
“sufficient”? Answering this question is not straightfomda  evaluated and compared to other solutions.
because it is difficult to define what exactly “the Paxos pro-  Normal-case Operation: In principle, Paxos can con-
tocol” is. Many of the important details, some of which tinue to order new updates as long as the leader can com-
play a large role in determining the liveness of the overall municate with a majority of servers, where the members of
protocol, were not originally specified. In this section we the majority can switch very rapidly (although note that the
discuss the liveness of both the leader election protoabl an leader election protocol might not tolerate such rapid €luct
the normal-case operation of Paxos. ation). However, there is a difference between the theoreti
Leader Election: Our work on Paxos for System cal network stability requirement fardering and the prac-
Builders revealed that Paxos is only as live as its leader ele tical network stability requirement faxecution. In order to
tion protocol. Although many different leader electionpro use Paxos as a replication engine, servers must be able to ex-
tocols can be used without impacting the safety of the sys-ecute new updates (i.e., to globally order new updates with
tem, the choice of leader election has a significantimpact onno holes). There seems to be little value in having servers
overall system liveness. When we compared the networkorder updates very quickly if execution must be delayed due
stability requirements of several different Paxos speific to gaps in the global sequencing. To execute at full speed, a
tions, we observed that there is a scale of network stability server must either be continuously connected to a majority

The leader election failure detector specified in [13] re-
quires a stronger degree of stability from the network to re-
main on a single leader. In the protocol, each server main-
tains alist of the servers it believes to be alive, and thedea



of servers (and the leader) so that it can order each update ifndicating when new membership should be permitted (i.e.,
sequence, or reconciliation must occur sufficiently quickl after some progress has been made).
so that it is as if the server were continuously connected. The size of the stable component required for the GCS-
To the best of our knowledge, previous Paxos specifi- based replication protocol to make progress differs depend
cations did not make this important distinction. Our imple- ing on whether or not dynamic voting is employed in estab-
mentation uses a window mechanism to ensure that a majortishing a quorum. If static quorums are used (as in COReL),
ity of servers can execute new updates. The leader will onlythen, like Paxos, the stable component must contain a ma-
send ePROPOSALWiIth sequence numbeif it has executed  jority of the total number of servers in the system. If dy-
all updates through sequence number W (whereW is namic linear voting is employed (as in Congruity), then
the size of the window), and a non-leader server will only progress may be able to continue with less than a majority
respond to @ROPOSALWiIth sequence numberif it has of the system.
executed all updates through I7. Thus, there exists a ma- Note that leader election can be implemented on top of
jority of servers that have executed all updates within two a GCS membership algorithm; the resulting system will re-
windows of the latest proposal. We note that GCS-basedquire the same level of network stability as the underlying
state machine replication protocols such as COReL [6] andgroup membership algorithm to guarantee liveness. This
Congruity [1] do not face this issue because they deliver point — the difference in stability required for membership

updates only when they are ready to be executed. compared to the stability required for leader election — is
System Liveness. We now present the liveness proper- the key liveness difference between Paxos and GCS-based
ties provided by Paxos for System Builders: replication systems.

Finally, we compare Paxos-L1 to the following alterna-

Paxos-L1 (Progress): If there exists a stable majority set tive progress requirement:

of servers, then if a server in the set initiates an update,

some member of the set eventually executes the update. DEFINITION 3.3 STRONG L1 (MAJORITY SET): If there
exists a time after which there is always a set of running

Paxos-L2 (Eventual Replication): If servers executes  ServersS,where|S|isat least (| N/2]+1), thenif a server

an update and there exists a set of servers contaming N the set initiates an update, some member of the set even-

andr, and a time after which the set does not experiencetually executes the update.

any communication or process failures, theaventually

executes the update. Strong L1 requires that progress be made even in the face

of a (rapidly) shifting majority. We believe that no Paxos-
f like algorithm will be able to meet this requirement. If the
majority shifts too quickly, then it may never be stable long
enough to complete the leader election protocol.

To gain a deeper understanding of the implications o
Paxos-L1, we first compare it to the level of network stabil-
ity required by many GCS-based replication systems (e.qg.,
COReL [6] and Congruity [1]). In order for the member-
ship algorithm of the GCS to terminate, the system requires4 EXperimental Results
a stable component of servers, which, following [5], we de-

fine as follows: We implemented Paxos for System Builders, and source
code is available for download at http://www.dsn.jhu.edu.
DEFINITION 3.2 STABLE COMPONENT There exists a set In this section we evaluate the performance of our imple-
of processes that are eventually alive and connected to each mentation. As mentioned in Section 3, itis difficultto define
other and for which all the channels to them from all other exactly what “Paxos” is. This problem is even more promi-
processes (that are not in the stable component) are down. nent when one tries to evaluate its performance. Should

an evaluation of Paxos allow the use of multicast (e.g., IP
Notice that the stable majority set (required by Paxos for multicast or smart overlay multicast), or should links be
System Builders) allows servers in the set to receive mes-point-to-point? Should an implementation use aggregation
sages from servers outside of the set, whereas the stabléhat canincrease throughput? Should itinclude groupébase
component requires an isolated set of servers. Thus, ouflow control? Is such an algorithm still “Paxos?” What type
specification of Paxos requires less network stability than of reliability mechanisms should be used? How are servers
GCS-based replication protocols. Paxos allows servers outthat were crashed or partitioned away brought up to date?
side the majority to come and go without impacting overall ~ Our implementation of Paxos for System Builders rep-
system liveness. We believe GCS-based protocols can mostesents what we believe “Paxos” should be. It includes
likely be made to achieve Paxos-L1 by passing information systems-related details we believe are necessary fonachie
from the application level to the group comunication level, ing practical state machine replication. Our implementati
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employs group-based flow control; the leader maintains a Figure 2 shows the throughput achieved in configura-
loose membership of which servers it believes to be alive, tions ranging from 4 to 20 servers. In all configurations,
and it slows down to ensure that all of these servers canwe observe a steady increase in throughput until the sys-
execute updates. We present results both with and withoutem reaches its saturation point (i.e., when the leader be-
aggregation so that its (significant) impact can be evatiate comes CPU-limited), at which point throughput levels off.
Due to space limitations, we omit results that show the im- We achieve a maximum throughput of 22,716 updates per
pact of other systems-related issues, such as the use of IBecond when using 4 servers, with a plateau around 7000
multicast (used in the following experiments). The inter- updates per second when using 20 servers.

ested reader is referred to [7] for a more complete perfor-

i Synchronous Disk Writes: Paxos requires all servers
mance evaluation.

to write to disk on each update; in addition, the initiator of
Network Setup: We ran our tests on a cluster of twenty an update must write to disk before sending its update to
3.2 GHz 64-bit, dual processor Intel Xeon computers, con-the leader so that the update is uniquely identified across
nected via a Gigabit switch. We tested our implementation crashes. Figure 3 shows the throughput when using syn-
on configurations ranging from 4 to 20 servers, varying the chronous disk writes. The implementation achieves be-
number of clients initiating write updates. Each update is tween 25 and 35 updates per second in all configurations
200 bytes long, representative of an SQL statement. Clientsested. The throughput is limited by the speed at which a
are spread as evenly across the servers as possible. Eadingle server can sync to disk. Hence, running Paxos “na-
client has at most one outstanding update at a time. tively” is very expensive when crash resiliency is required

Memory Tests (No Disk Writes): Although Paxos is Aggregation: Without disk writes, we aggregate in sev-
not resilient to crashes when disk writes are not used, evalu eral ways. First, the leader packs multiple updates into
ating the system when all operations are performed in mem-a singlePROPOSALMessage. Second, non-leader servers
ory shows the type of performance that can be achievedsends a singlecCEPT message for sever@&ROPOSALS
strictly when considering the messaging and processinggreatly reducing the number of messages that must be pro-
overhead associated with normal-case operation. cessed (although eaeftcepPTis now larger, since it con-
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tains a list of the sequence numbers that it covers).

As seen in Figure 4, aggregation significantly changes
Instead of through-
put degrading as the number of servers increases, it in-

the trend of the throughput graph.
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(2]
(3]

creases, reaching a maximum of over 40,000 updates per

second. Reducing the numberafceEPT messages being

sent greatly reduces the overhead associated with adding 4]

more servers. It also allows more of the CPU to be devoted
to processing newPDATE andPROPOSALMessages, rather

than extra acknowledgements.

When using synchronous disk writes, we sync several

PROPOSALMessages to disk at once, while sending back [5]

a singleACCEPT message. We also sync several updates
from local clients at once, amortizing the cost of syncing
upon initiation over several updates. The results are shown
in Figure 5. Comparing Figures 3 and 5, we can see that ag-
gregation dramatically increases the maximum throughput
for all configurations of servers (from roughly 35 updates

per second to about 1500 updates per second).

Figures 6 and 7 show the update latency when using syn-
chronous disk writes, with and without aggregation. When

(6]

(7]

(8]

no aggregation is used, Paxos pays a high cost to provide "
crash resiliency, reaching a latency of one second at around [l
30 clients. However, aggregation dramatically reduces the [10]

latency, amortizing the cost of syncs across many updates.

In summary: Our work shows that the small technical
details, which are usually looked at as engineering consid-
erations, actually have large liveness implications amd ca
dramatically impact performance. These details are crit-
ical components for building a high-performance, highly-

available Paxos-based replication engine.
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